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EFKYKAIOZ

Aeukwaoia, 14 AekepBpiou 2023

Mpog: ‘'OAoUG TOUG EVOIAPEPOHEVOUG

O¢pa:ENIZXYZH KYBEPNOAZ®AAEIAX :TIZ KYNPIAKEZ MIKPOMEZAIEZ
ENIXEIPHZEIZ 2023

Ayanntoi,

©a Belape va oag evnuepwooupe OTI N Apxnl Wnoeiakng Aogaleiag (AWA) wg 1o EBvikO Kévtpo
>uvToviopou KuBepvoaopaAeiag (NCC-CY) os ouvepyaoia pe To Tdpupa Epeuvac kar KaivoTopiag (IOEK),
avakoivwvouv Tnv MpdokAnaon yia YnoBoAn Mpotdoewv Tou MpoypaupaToc:

«Evioxuon KuBepvoao@aleiag oTig Kunpiakég Mikpopeoaieg Emixeipnoeig 2023» kal KaAei
TOUG dIKaIoUXouG va unoPaiouv oxeTIKEG MpoTacelg Epywv.

H NpookAnon ouyxpnuatodoTeital anod Tnv Kunpiakn Anupokparia kai To Mpodypappa «Wneiakn Eupwnn»
™G Eupwnaikng 'Evwong, oTo nAaiolo uAonoinong Tou Eupwnaikou ‘Epyou «N4CY-Development of
the National Cybersecurity Coordination Centre of the Republic of Cyprus» (Grant Agreement
101101331).

H unoBoAn npotacewv yiveral pécw TnG nUAngG IRIS Tou ISEK kal n kATaANKTIKNA NUEPOMNvia ivai n
31/01/24

MpounoAoyiopog NpookAnong: 1.000.000 Eupw
EAaxioTn XpnuaTtodoTnon ava ‘Epyo: 20.000 Eupw
MéeyioTn XpnuatodoTnon ava ‘Epyo: 60.000 Eupw
'Evraon Evioxuong: 60%

EniouvanTeTal GXETIKA NANPOMOPNON YIA NEPAITEPW EVEPYEIEG.

Mg ekTidnon,

XpioTog MeToidng
AlguBbuvTtng
TunuaTog Eynopiou, Ynnpeoiwv kal Wngionoinong

Aew@. MpiBa Alyevr) 38 & AeAnyiopyn 3, 1066, T.0© 21455, 1509 Asukwaia, Kinpog
T: +357 22889890 F: +357 22667593 E: petsides@ccci.org.cyW: www.ccci.org.cy
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Cyprus
Chamber of
Commerce &
Industry

CIRCULAR

Nicosia, December 14, 2023

To: All interested parties

Re: ENHANCING CYBERSECURITY IN CYPRIOT SMALL AND MEDIUM-SIZED
ENTERPRISES 2023

Dear all,

We would like to inform you that the Digital Security Authority (DSA) as the National Cybersecurity
Coordination Center (NCC-CY) in collaboration with the Foundation for Research and Innovation
Foundation (FRI) announced a Call for Proposals for the Program:

"Enhancement of Cybersecurity in Cypriot Small and Medium-sized Enterprises (SMEs)
2023" invites beneficiaries to submit relevant Project Proposals.

The Call is co-funded by the Republic of Cyprus and the "Digital Europe" Program of the European Union,
in the framework of the implementation of the European Project "N4CY-Development of the National
Cybersecurity Coordination Centre of the Republic of Cyprus" (Grant Agreement 101101331).).

Proposals are submitted through the IRIS portal of the FRI and the deadline is January 31, 2024.

Call Budget: 1.000.000 Euros
Minimum Funding per Project: 20.000 Euros
Maximum Funding per Project: 60.000 Euros
Aid intensity: 60%

Relevant information is attached for further action.

Yours faithfully,

Christos Petsides
Director
Department of Trade, Services and Digitization

38 Grivas Dhigenis Avenue & 3 Deligiorgis Street 1066, PO BOX 21455, 1509 Nicosia, Cyprus
T: +357 22889890 F: +357 22667593 E petsides@ccci.org.cy W: www.ccci.org.cy
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2XEAIO XOPHIIQN

Npoknpuén Npoypappatoc EOvikou Kévtpou Zuvtoviopou
KuBepvoaodaAeiag (NCC-CY) otnv Kunplaki Anpokportio

NMPOrPAMMA

«Evioxvon KuBepvoaoddaAerag otig Kunplakég Mkpopeoaieg
Ermtixelpnosetg 2023 »

NMPOzZKAHZH YNOBOAHZ NPOTAZEQN
NCC-CY-ENTERPRISES/1223

Me Tn ouyxpnparodotnon D
NS Eupwraikrg Evwaong Kunpiakr Angokparia

To Mpdypappa cuyxpnuatodoteital anod tnv Kunplakr Anpokpatia
Ko o Mpdypappa «Wnoakn Eupwnn» tng Eupwnaikng Evwong
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EIZAIQrH

To 16pupa Epeuvac kat Kawotoputiag (I6EK) os cuvepyaoia pe tnv Apxn Wnolakng Aohaielog
(AWA) w¢ to EBVIKO Kévtpo Zuvtoviopol KuBepvooaoddaletag (NCC-CY), avakowwvouv Tnv
MNpookAnon yia YroBoAn MNpotdoswv tou Mpoypappatog «Evioxuon KuBepvoaodpdAelag otig
Kumplakég Mikpopeoaisg Emuxelpriostg 2023» kat kKaAel toug Swkatolyxoug va umoBdlouv
OXETIKEG Mpotaoelg Epywv (Mpotdoelg).

H mopouoa MpdokAnon avoKOWWVETOL 0To MAAICLO0 oelpd¢ dpdoswv tou EBvikoL Kévtpou
JuvtoviopoU (National Coordination Centre—NCC-CY) KuBepvoaoddlelag otnv Kimpo. Me tn
B¢ormion tou Eupwmnaikol Kavoviopou (EE) 2021/887 tou Eupwmaikol KowvoBouliou kat tou
JupBouAiou tng 20" Maiou 2021, WSpuetal To Eupwrnaiko Kévtpo Appodiotntag (ECCC) yia
Blopnyxavika, Texvoloyika kat Epeuvntika O£pata KuBepvoaodaielog kat to Aiktuo, To omoio
anoteAeital and ta EBvikd Kévtpa Tuvtoviopol (NCCs) oe kaBe kpatog péNog tng EE, ue
QMWTEPO OKOTIO TNV OVATTUEN TEXVOAOYLKWVY KO BLOUNXOVIKWY LKOVOTATWY ylo. BEpata g
kKuBepvoaodalelag otnv Eupwnaikrn Evwon. Me anodaon tou YmoupylkoU JupBouliou thv
21" AekepPplou 2021, n Apxn Wndlokng Aopdrelag (AWA) wg ovtotnta Tou €UPUTEPOU
Anuoolou Topéa, opilotnke wg to EOBVkG Kévtpo ZuvtoviopoU (NCC-CY) yia Bfpata
KuBepvoaodaAelag otnv Kumplakn Anpokpatia. MapaAAnAa, opiotnke to16pupa Epguvag Kat
Kawotopiag (I6EK) wg péhog tng kowompaliag tou NCC-CY pe KabBrikovta OLKOVOULKOU
Slaxelplot Twv xpnuatodotnoswv mou Ba efaodalilel to NCC-CY péow twv Eupwnaikwy
TIPOYPOUUATWY, HE OKOTIO TNV OLKOVOULKA €VIOXUON TWV UIKPOUESAlwV eTixelprioewv (MUE)
€VtoC TG Kumplaknig Anpokpartiag.

H MpodokAnon ouyxpnuotodoteital amo tnv Kumplaky Anpokpatia kat to Mpoypapua
«Wnouakn Eupwnn» tng Eupwnaikng Evwong, oto mAaioo vAomoinong tou Eupwmnaikou
‘Epyou «N4CY-Development of the National Cybersecurity Coordination Centre of the Republic
of Cyprus» (Grant Agreement 101101331).
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To Mpdypappa cuyxpnuatodoteital anod tnv Kunplakr Anpokpatia
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FENIKA ZTOIXEIA MPOZKAHZHZ YINIOBOAHZ NMPOTAZEQN

Npoypappa ENIZXYZH KYBEPNOAZMAAEIAZ ZTIZ KYMPIAKEZ
MIKPOMEZAIEZ EMIXEIPHZEIZ 2023

Kwdwog NpéokAnong NCC-CY-ENTERPRISES/1223

NpoiUmnoAoyiopdg NpdokAnong 1.000.000 Euvpw

EAdyilotn Xpnuatodotnon ava Epyo 20.000 Evpw

Méyiotn Xpnuoatodotnon ava Epyo 60.000 Evpw

‘Evtaon Evioxuong 60%

Huepopnvia Anpocicsuong 08 Askepppiov 2023

KataAnktikn Huepopnvia 31 lavouapiouv 2023, 13:00
2TOXOI

To Npoypappa otoxelel otnv e€acdalion evog Bactkol emumédouv kKuBepvoacdalelog pe
OKOTIO TNV MPooTtacia UMOSOUWY, CUCTNUATWY KoL TANPodopLWV PESA aTto TNV ayopd AUCEWY
KOL UTINPECLWV ylat TN dlatipnon Kol tnv evioxuon tou emuédou achAAElOg Kal TNG
OVOEKTIKOTNTOG TWV UIKPOUETALWVY eTXephoswv (MUE), kaBwg, emiong kat tnv afloAdynaon
KOLL QVTLUETWITLON TIPOKANCEWV Kol aduvapLwy mou evronilovtal. EminpocBeta, to Npdypappa
ETUSLWKEL TNV TILOTOTIOLNON TWV ULKPOUECALWY ETILXELPNOEWV 000V adopd oTn cuUUUopdwon
TOUG HE EUPWMAIKA Kol OleBvwg amodektd HETpa KuPepvoaoddalelag, ta omola €xouv
KaBoplotel péow tou MAatoiou KuPBepvo-Yylewvng yla Mikpopeaoalieg Emiyelprnosig (MUE) tou
EBvVIKoU Kévtpou Zuvtoviopou KuBepvoaoddietog (NCC-CY).

NEPITPAOH
Méoa and to Mpoypappa Sivetal n sukalpia O HUIKPEC KOl HECAIEC €MIXELPAOEL ! va
armoktoouv MMiotomoinon oe Bfpata KuBepvoooddlelag. H Miotomoinon ekdidetal amd

1 H katnyoptonoinon twv entyepricewv Sa eAéyxetat and to ISEK oto mAaicto vouoturtikou AEyxou katd to oTasdio
unoBoAn¢ ¢ npdtaong kat Ba EMAVEAEYXETAL KATA TN OTLYUN TNE EToLAoiac Tou ouuBoAaiou kat mptv TNV TEALKN
anopaon yla xpnuarodotnon.

Mikpn Emyeipnon: Noeitat n eniyeipnon mou €xel Alyotepoug amo nevivta (50) epyalOUeVOUG Kal ETHOLO KUKAO
£pyaoLWV 1) oUVOAO ETHOLOU LooAoyLauoU mou va unv éemepva ta Séka (10) exkat. Eupw. 3tnv katnyopia auth
evraooovtal kat ot NeooUoTaTeG ETIYELPHOELC.

Meoaia Emyeipnon: Noegitat n emyeipnon mou €xel amo nevivra (50) éwg kat Stakdotoug oapavta evwea (249)
£pyadOUEVOUG KaL ETHOLO KUKAO pyactwV €wc kot tevivta (50) ekat. Eupw 1) UVOALKO ETHOLO LOOAOYLOUO EwG Kal
oapavta tpia (43) ekat. Eupw.
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Qopei¢ Niotonoinong, oL omoiot £xouv dlamioteutel cuudwva e Ta potuna ISO 17021 kat
ISO 27006 yla tn Slevépyelo eMBEWPNOEWY KAl TILOTOTIOIOEWY CUCTNHATWY Sloxeiplong
aodaletag mAnpodoplwv cupdwva pe to ISO/IEC 27001:2013 i ISO/IEC 27001:2022. Me tnv
motonoinon n emeipnon Ba eivat og B€on va aflohoyroeL To TPEXOoV minedo wpLpoTnTag, va
npooblopiosl T TPWTA onpelo KAl va PETPLACEL TOV Kivouvo, evioylovtag MapaAAnAa TIg
TIPOKTLKEG KUBepvoaodaAeLag ou edapuolel, WOTe Vo EMEVOUCEL CWOTA OTNV TPOCTACLO TWV
mAnpodopiwv Kot Twv SeSoUEVWY TOUC, Ue BACN CUYKEKPLUEVEG TTPOSLAYPADEC KAl EAAXLOTEG
QTTALTACELG IOV €XouV oplotel oto MAaiolo KuPepvo-Yylewvng yia MUE tou NCC-CY.

To Mpdypappa xapaktnpiletal and amAn Stadikacio UTIOBOANC TPOTACEWY, GUVTOUO XPOVO
otV €€€TAON KAl OVAKOIVWON TWV OMOTEAECUATWY, TOXUTNTO OTNV UAOTOLNGN TWV £PYWV HE
mpokaBoplopévo  PEYLOTO XPOVo Ulomoinong yw tnv  emiluon mpoBAnUATWY ToOU
OVTLUETWTTI{OUV OL ETLXELPNOELG o€ BEpata KuBepvoacdAAeLog.

Mo okoToUG GUHETOXNG oTo Mpoypappa Kot utoBoAng Npotaong, oL EMLXELPNOELG Bo TTPEMEL
va IPOXWPOUV e avaluon xaopotog (gap analysis) kot eaywyry CUUMEPACUATWY ylo TV
napoloa Katdotaon KuPepvoaodAAelag TOUC Of TPAYUOTIKO XPOVO, OE TEXVLIKO,
ETILXELPNOLAKO KOL OTPATNYLKO EMIMESO O€ GYXECN UE TO GUVOAO KOVOVWY, OnEiwv EAEyXOU Kol
Sladikaolwy yla éva Boolkd eninedo acddAelag otov KuBepvoxwpo, Onwe opilovtol oto
mAaiolo KuBepvo-Yytewng yio MpE tou NCC-CY kal ta omola cuvoilovtat wg €NC:

1. [MoAttikny Aopaleiag
Inueio EAéyxou 1.1: H avwtatn Sloiknon Tou opyaviopoU €Xel SNULOUPYNOEL, EYKPLVEL KoL
ETUKOWWVNOEL ECWTEPLIKA KAl EEWTEPLIKA TNV TOALTIKN KuPBepvoaoddielag tou. H TOALTIKNA
KuBepvoaodAAeLlag avooKomeltal Kat' ehdxlotov o ¢opa TO XpOVO Kal EMLKOLPOTIOLELTAL
OTWG OmaALTELTOL.

2. Evnuépwon kot Eknaibevon

Snueio EAéyxou 2.1: To MPOOWTILKO TIOU OMOCXOAEiTal OTOV Opyaviopd, oL efwtepikol
OUVEPYATEG KAl OL XPROTEG TIOU €xouv mpdoPacn otig mAnpodopieg Tou (avefdptnta amod tn
oxéon epyaociag), MPEMEL val €lval EVALEPOL KaL VO £XOUV ETIYVWON OXETIKA UE TV acdAAEL
TANPOGOPLWY KoL ELSLKOTEPQ LLE TOV TPOTIO LLE TOV OO0 GUVELodEPOUV UEaa amd Tov pOAo
TouG. KatdAAnAeg Spaoelg euatobntomnoinong ya tnv kuPBepvoacpaiela Slevepyouvtal o€
TOKTIKN BAon Kal TouAdylotov pia dopd avd £T0G

Inueio EAEyxou 2.2: To MPOCWILKO TOU amacxoAsital and tov opyaviopd, ot e€wteptkol
OUVEPYATEG KaL OL XPOTEG TTOU €X0UV TipocBach oTig mAnpodopieg Tou (avefdptnta amno tnv
oxéon epyoaoiag), AapBdvouv ekmaibeucn, KATAPTLON KoL EVAUEPWON OXETLKA LE TLG TIOALTIKEG,
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TI¢ Sdadikaoieg, ta pétpa acdalelag mou £dappoleEl 0 OPYAVIOUOG KABWC KoL OXETIKA
TEXVOAOYIKA N opyavwtikd IntApota. Ol mopeXOUeveC eKMOALOEUTIKEC OSpaoelg eival
KOTAAANAEG KoL TTPOCAPUOCHEVEC OTLC amalthoel acdaleiag Twv SLadopwv pOAwV EVTOC TOU
OpPYQVLOUOU.

3. Evnuépwon Aoylouikou
Inueio EAéyxou 3.1: Ta cuotripata MANPodOPLKNAE KAL ETILKOLVWVLWY TOU OPYaVIOHOU TIPETEL
Va €X0UV EYKOTECTNUEVEG TIC TeEAEUTALEG, oTaBOEPEC evnuepwoel aodalelag anod aglomoteg
TINYEG LOVO (TT.X. KOTOLOKEUAOTH).
Inueio EA€yxou 3.2: AUTOMOTOTOLNUEVEG QVIXVEVUCELG eUTtABELWY Kol SOKLUEG Ttapeioduong
vAomolouvrtal pla popad ava £tog (vulnerability scanning and penetration tests).
Inuelo EAéyxou 3.3: Zuotrpoata MANPodOPLKNG KOl EMKOWVWVLWY TIou 8ev umootnpilovtot
TIA£0V QIO TOUG KOTOLOKEVOIOTEC TOUG E EVNUEPWOELSG (Kat’ eAdylotov) aodaleiag (end of life),
Sev MPEMEL va XpNOLUOTIOLOUVTAL ATIO TOV OPYOVIOUO.

4. Mpootaoia ano KakoBouAo NAoyiouiko
Jnueio EAgyxou 4.1: Mpoypappota Kol Asitoupyiec mpootaciog évavilt kokoBouAou
AoylopkoU  €lval €yKATEOTNUEVO OTO OUVOAO TWV OUCTAUATWV TIANPOPOPLKAC KoL
ETILKOLVWVLWY TOU 0pYaVLOpoU. EvNUEPWOELS yivovTal o€ TaKTLKN Bdon.

5. Aooadleia Aiktuou
Inuelo EAéyxou 5.1: O opyaviopdg €XeL eyKOTAOTAOEL Kol mopopetpornotrost firewall oe
KataMnAa onueia tou SIKTUOU TOU, HUE OKOTMO TNV QMOTEAECHOTIKY TIPOOTACI TWV
OUOCTNUATWY KAl TWV TTANPOPOPLWY TOU OO TLG OXETIKEG ATIEIAEG.
Inueio EAEyxou 5.2: Y& TeplMTWON TIOU O OPYOVIOUOG TOPEXEL TN SUVATOTNTO QCUPUATNG
npooBacng oto SIiKTtuo TOu opyaviopol, autd Ba TPEmel va yivetol He KOTAAANAN
SpopoAOYNON KAl TpooTacia LEow Tou (Twv) eykateotnuévwy firewall.

6. Avrtiypapa Acpaleiac (Backups)
Inueio EAéyxou 6.1: O opyaviopog avayvwpllel TNV kpiown mAnpodopia tou kot Aappavet
avtiypada achaleiog TnG 0 TAKTA XPOVIKA StaoThpata cUPdwvVa UE TN OXETLKN TIOALTIKN
avtlypadwv achaieiog.

7. EAeyyog MpooBaong
Inueio EAéyxou 7.1: O opyaviopog avayvwpilel Ta onuelo ot omoio BPLOKETAL ONUAVTLKN
mAnpodopia ywa autov. Na tv mAnpodopia kat pe Bdaon to £i6og, TN Xprion Kai Tnv
KPLOLWOTNTA TNG, O OPYAVIOHOG £XEL SNULOUPYNOEL pa Soprn o KatdAAnAo amoOnKeuTiko
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XWPO, N OToia TOU EMLTPEMEL VA TIAPEXEL SIKALWUATO TPOcPacng og e€oualodotnuévouc Kal
auBevtikomolnuévoug xpnoteg akolouBwvtag tnv apxr Need-to-know (avaykn yvwong).
Inueio EAEyxou 7.2: O opyaviopog £XeL SNULOUPYNOEL, EPOPUOOEL O OAA TAL CUCTHUATA TOU
Kal Tnpel KATdAANAN ToALTIKY Kwdkwy MpocBacng.

Inueio EA€yxou 7.3: ALOXELPLOTIKA SIKALWHATA 1) TipovouLakd Sikatwpata (admin./privileged
rights) Sivovtatl oto eAdyloto anapaitnto e£o0ucLOoS0TNUEVO TIPOCWTTKO.

8. [eplotatikda AopdAsiac
Inueio EA€yxou 8.1: O opyaviopog €xel Snuloupynoet po Soun Kat dtadikaacia avranokpLong
0€ TEPLOTATIKA aodpaieiag. To MPOCWILKO TIOU BA CUUUETEXEL OTLG AVTIOTOLXEG SLASLKACIEG
elvat katadAAnAa ekmaldeupévo.

9. Métpa Quaotiknc Aopaleiac
Inueio EAéyxou 9.1: O opyaviopog €xel uloBetnoel pétpa GUOIKAG aohAAelag ya TNy
TPOOTACIO TWV CUCTNUATWY KOl TWV EYKOTOOTACEWY amd ¢GUOLKEG Kal TIEPBAAAOVTIKES
QTELAEG.

10. Mpootaocia Asdoueévwv
Jnueio EAéyxou 10.1: O opyaviopog oxeblalel, uAomolel, eykpivel kat Snupoactomolel MoALTikn
Mpootaciog AsSopévwy Mpoowrikol Xapaktipa Ue BAoN To yeVIKO Kavoviouo MKMA.

11. AvaAuon Enyeipnotakwv Emntwoswv
YInueio EAgyxou 11.1: O opyaviopdg €xel oxedlaoel kat uAomolioetl KatdAAnAn pebodoloyia
yla TNV QVAAUCN ETLXELPNOLAKWY ETIUTTWOEWYV. Ta amoteAéopaTa Kol Ta Bactkd LeyEOn mou
MPOKUTITOUV amo tnv edappoyr tng peBodoloyiag kataypddovrtal, Slatnpolvral Kot
TPodP0odoTolV ToV OXESLOOUO OXETIKWVY LETPWV KL UAOTIOLCEWV.

Avaloywg TG avaluong tng mapoloag KATAOTAoNG TNG EMIXELPNONG TOUC O€ OXECN LIE TA TILO
navw, oL evdladepopeveg emixelpnoelg Ba etolpdlouv TNV mPOTOON TOUC n omoia Ba
neptAapBavel tn Alota AUCEWV KOL UTINPECLWY TIOU TipotiBevtal va e€aodaliocouv yla oKomoug
e€aodaliong tng motomnoinong péow tou MAatciou-KuBepvo-Yytewng yia MUE tou NCC-CY.

AIKAIOYXOI
Mikpec kat Meoaieg Emyelpriostg (Katnyopieg B.1, B.2)
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EIAIKOI NEPIOPIZMOI KAI NPOYNOOEZEIZ $YMMETOXHZ

Avadoyxog Qopéag evog Epyou Umopel va elval pikpn 1 Leoata emxeipnon.

KaBe ®opéag pnopei va AdBet xpnuatodotnon wg Avadoyxocg Dopag povo oe €va Epyo.

H ouppetoxn ¢popéwv kabBwe Kal GpUCLKWY TPOCWTTWY TA ONOLA ACKOUV TOKTIKA OLKOVOLKN
Sdpaotnplotnta os mpotaon Bswpeital gykupn £dpocov elval VOULUA €YKOTAOTNHUEVOL Kal
6pacTNPLOTIOLOUVTAL OE TIEPLOXECG TTOU eAEyxeL N Kumprakn Anpokpatia. H Spactnplomoinon
TWV GOPEWV TEKUNPLWVETAL E TNV UTIAPEN EYKOTOOTACEWV KOL TIPOCWTTLKOU OTLG TIEPLOYEC TTOU
eAéyxel n Kumplakn Anpokpatio Kot €VOEIKTIKA Kal OXL TIEPLOPLOTIKA, ONMO EAEYUEVEG
OLKOVOLLLKEG KATAOTAOELSG, TN dopoioyikn SnAwaon tou dopéa otnv Kumplakn Anpokpartia, Kok.

Ot ev AOoyw mpolToBéoelg Ba MPETEL va CUVTPEXOUV TIPOG LKavoroinon tou I6EK kat pe tnhv
eripUAOEN Tou 16pUpaTog va INTAOEL TEPALTEPW OTOLXELA KAl TTAnpodopieg armd Touc dpopeig.

Katd tnv ohokAnpwon twv Epywv, kdBe MUE Ba mpémel va mpoPel UMOXPEWTIKA OfE
TouAdylotov pia dpaon dnuoototntag (dnuocisuon ota MME/péoa KowwvikAG SIKTuwong,
Bivteo, ekdnAwon kAm) otnv omoia Ba avadeikvietal n e€aoddiion tng Miotomnoinong oe
OUVEXELDL UAOTIOINONG TOUu XpnuoTtodotoupevou €pyou, He avadopec oto O0delog Tou
npogékuPe amd TNV Ypnuotodotnon. Ma Tt Spaocelg dnuoowdotnrag, Ba mpémel va
ebapuolovtal ot koavoveg TPOPOARC Kal SnuooldTNTOC yla TA TPOYPAUUATO TIOU
xpnuatodotouvtal amno to Mpoypappa Digital Europe, pe cupnepiAndn Twv Aoyotunwy tou
NCC-CY, tou ISEK, Tou Emitpdmou Emkowvwviwy Kat tng Apxnc Wnolokng Aopaietag kabwg kot
avadopd otn cuyxpnpatodotnon amno tnv Kumplakr Anpokpartia.

APAZTHPIOTHTEZ EPTQN
Ta épya adopolv Opaotnplotnte Tou oxetilovtal pe T Swadkaoia séaoddaliong
miotomnoinong oto mAaiolo KuPBepvo-Yytewng yia MUE tou EBvikoU Kévtpou Zuvtoviopou NCC-
CY, yw tnv edappoyn AUCEWV Kal TNV 0yopd UTINPECLWV Yla TNV €MITEVEN €VOG BaoIKOU
ETUMESOU KUBEPVOATHAAELOC KAL ETOLUOTNTAG YLO TNV TIPOCTACLO UTTOSOUWY, CUCTNHATWY Kol
TIANPOGOPLWY OTLC ETLXELPHOELG.

JUYKeKPLUEVQ, oL eTUAEELUEG Samaveg Oa mpémel vol cuvadouy pe Ta HETpa TTou Ba mpéneL va
AndBolv, mpokewévou va kotaotel Suvatn n e€ooddalion tng miotonoinong and Qopeig
Mwtomnoinong, ot onolol £xouv dlamioteutel cUUPwva e to ISO 17021 kat ISO 27006 yia tnv
Slevépyela  eMIOEWPNOEWY KOl TILOTOMOLNCEWV OUuoTNUATWY  Slaxeiplong aodalelag
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mAnpodoplwv cuubwva pe to ISO/IEC 27001:2013 1 ISO/IEC 27001:2022, 61wg autd opilovratl
oTO Zuvnuuévo Eyypado tng mapouvoag MNpdokAnong.

AIAPKEIA YAONOIHZHZ EPTQN
E€L (6) unveg

2to mAaioo tng napovoac NpdokAnong, Ssv eivat Suvath n Aoy TUXOV MOPOTACEWY 6TV
vAomoinon £pywv.

Katd tnv oAokAnpwon Twv £pywv, eviog evog (1) uriva vroBarAetal «EkBeon Nempaypévwv»
kot «Aitnon KatapoAng Xopnyioag» yia okomoug efaoddAlong tng TteAlkng &oong, Me
npounodBeon tnv e€aocddiion Miotomoinong oto MAaiclo KuBepvo-Yylewvng yia Mikpopeoaieg
Emuyelprioetg tou NCC-CY.

NPOYNOAOIIZMOZ
€ 1.000.000

EAAXIZTH - METIZTH XPHMATOAOTHZH ANA EPIO
€20.000 - €60.000

H Evtaon Evioxuong avépyxetal oe 60% emi twv eMNEELLWY Samavwy.

Je TeplMTtwon TOU KATA TNV OAOKANPWON Twv €pywv, n TeAlkn xpnuatodotnon Padon
TUOTOTOLNUEVWY Samovwy (OUVOALKO Tood emAEELUWY Samovwy HETA tnv edappoyn TG
€vtaong evioxuong upoug 60%) elval KpOTEPN TNG EAAXLOTNG XPNHATOSOTNONG ava €pyo, Sev
Ba eivat Suvatn n katafoAn tng xopnyloc.

EMIAEZIMEZ AANANEZ

Aamaveg mou eilval anapaitnteg ya tnv e€aoddlion tng Miotonoinong KuBepvoaoddAetag,
oUpdwva pe T amattroelg tou NCC-CY péow tou MAaiwoiou KuBepvo-Yyiewng yia MUE, mou
Ba euminrouv otig Katnyopleg «Aamaveg yla Ayopd Yrinpeowwv» kay/n «Aamaveg ywa Opyava
Kol EEomALopO».

Ol eruAé€Lpec Samavec pmopouv va eplapBavouy ayopad Kot UAOTOiNGN TWV Lo KATW:
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=  Yrnpeoieg oxedlacpou kot uhomoinong mou oxetilovrtot pe NoAttikég OpiAou kat aAAa
XOPAKTNPLOTIKA aohaAelag EAEYKTWV TOUED KOl GAAOU OXETLKOU €EOTALOLOU.

= Ynnpeoieg ya eknaidevon kat Sltapwtion mpoowrikol yla ta Bépata
KuBepvoaodalelag anod cupfouvAouc.

=  Eykataotooh gAéyxou tautotntag SUo mapayoviwy (two-factor authentication).

= Juothipota Slaxeiplong mePLOTATIKWY KUPBEPVOAGPAAELOG, CUUBOUAEUTIKEG UTINPEGIEG
KOLL UTINPEGLEG KaL TPOIOVTA ATIOKPLONG OE TIEPLOTOTLKA.

= JuothApota tpovoutakng Staxeiplong mpooPaong (Privileged Access Management).

=  AUoelg texvoloyiag Sandbox.

= AUoeig dAtpapiopatog nAekTpovikou taxudpopeiou (Email filtering)

= Ynnpeoieg Staxeiplong minpodoplwv achadeiog kat cupBaviwy (SOC).

=  Edappoyn HETPWV PUOLKNG aodAAELag Kal EAEyxou pdoBaaonc.

= Avamnrtuén Ixeblou Emiyelpnolakng JUVEXELOC.

=  AUoelg Web Application Firewall (WAF).

=  Epyalsia / umnpeoisg yla nAektpovikeg amateg (phishing).

=  Firewall pe 1 xwpic evomotnuévn Staxeiplon amelwy.

= AUoelg AoylopikoU Kot eEomALoPOC yia avtiypada achadelog (Storage, Tapes, Licensed
Software).

= JuotApota aviyvevong/mpoAndng stoBolwv (IDS kat IPS).

= AOYLOULKO TtpooTaciog amno Louc.

= JUOTHMOTO OVIXVEUONG KOL AIOKPLONG eTBEcewV SIKTUOU.

= AoKluég Sleiobuaonc (Penetration Testing).

= Ynnpeoieg oxedlaopou Kot ehaproynG MOALTIKWY Kot SLoSLIKAoLwWV
KuBepvoaodaAelag.

= JupPouleuTIKEC YTinpeoieg mou oxeTilovtal pe Avaluon Emyelpnpatikol AvTiKtUmou.

= Ynnpeoieg oxedlaopou Kot ehappoyng MOALTIKAG aropprtou dedopévwy

=  E€omAlopog Siktuou mou evepyorolel / BeAtuwvel / untootnpilel tnv aodpdAela otov
KuBepvoxwpo (m.y. firewall, switch, concentrators, load balancers, access points)

=  Ynnpeoieg npootaciag DoS / DDoS

= Servers TIOU XPNOLUOTIOLOUVTAL YL OKOTIO TIOU OXETLlETAL He TNV aodAAela (proxy
servers, web application servers etc)

= E€omALOpOG yLa TNV emiteuén auvénuévng avBektikotntag (okAnpot Siokol, KTA.)

=  E€omAlopog / Aoylopiko SIEM

= JUMPBOUAEUTLKEC UTINPEDILEG yLa OKOTIOUG OVAAUGONG KOl E€QYWYNG CUUTMEPACUATWY yLal
TNV UPLOTALEVN KATAOTOON EMLXELPNOEWV o€ BEpata KuBepvoaoddAsLac.

= Kootog eAéyyxou Motomoinong KuPepvoaoddheliag AWA (umopei va kaAudbBel to
KOOTOG £VOC eAEy)OU)
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= Onowdnmote AGAAn umnpeoia, software/hardware 1 epyaleio mou kpivovtal
anapaitnta amno tov Avadoxo Qopga yla TV eMITEVEN TWV ATALTHCEWY TOU ZXNLOTOG
Mwotomnoinong, vooupévou OTL autd KpBolV w¢ €VAoya katd tn Sladilkaocia
afloAoynong.

OLemnuyelpnoelg Ba mpémnet va AapBavouv kat va afloAoyoUv TOUAAXLOTOV TPELC (3) aveEaptnTeg
npoodopEC yla kabe ayopad mou fenepva T 15.000 Eupw (un oupmneplAapBavopévou tou
@ONA) e amoTEAECHLA TNV ETUAOYI TNG TILO OLKOVOLKAG AUGNG TTOU LKAVOTIOLEL TLG AVAYKEG TOUG.

O ONA bgv Bewpeitat emAEELUN Sarmavn. Ot Sikalouyol avaAapuBavouv tnv euBuvn e€6dAnong
Tou QOMA oe OAeG TIG ETALPELEG TTAPOXNC CUMPBOUAEUTIKWY UTINPECLWY Kol AUGEWY KOl OTOUG
dopeig motonoinonc.

To oUVOALKO TIOGO Xpnuatodotnong Seopevetal KoTd TV etoacia Tou Tuppoiaiov Epyou
KoL N xpnUotodotnaon yivetal pe tnv kataBoAn edpamnaé mooou, wg Evioxyuon'Hooovog Znuaociag
(Kavoviopoc EE, Ap. 1407/2013 tng 18n¢g AskepPpiov 2013) os Vo Sd0€LC.

H mpwtn &6a0n, vPoug 40% katafAAAeTal Katd thv urtoypadn tou ZupBoAaiouv Epyou kot n
Sevtepn 860N katafaAAetal pe tnv €ykplon tng «ExkBeonc Mempayuévwy» Kat tng «Aitnong
KatafoAr Xopnyiag» ot omoieg umofarlovtal eviog evog (1) pRva amo tv oAokANpwaon Twv
£pywv amo tov Avadoxo Dopca.

3¢ nepimtwon  pn  efacddAiong  tnc Miotomoinong &vioc  tng  SlapKelag  Tou
xpnuorodotoupevou £pyou, Sev Oa sivar Suvarth n kataBoAr thg xopnyiag ko Oa {nteitot
n erotpodn tTng npokatoBoAnc.

Aleukpuviletal otL, oUWV PLE TOV KOVOVIoUO TN EE Ap. 1407/2013 yia TI¢ XpNHATOS0THOELS
'Hooovocg Znuaoiag, dev pmopoUv va xpnuatodotnBouv emiyelproelg mou SpactnplomolouvTal
OTOUC TOUElC TNG OAlelog Kol TNG USATOKOAALEPYELOG KOL OTNV TPWTOYEVH TOpOywyn
YEWPYLKWV TIPOIOVTWV.

EIAIKEZ AIATAZEIZ
o OMolotdopeic ISuwTtikoV Akaiou (Avadoyxog Dopéag) £xouv UTIOXPEWGT KATOXWPENGONG
TWV EMLKOLPOTIOLNUEVWY OTOLXELWV TWV MPAYUATIKWY TOUC SIKALOUXWY OTa apUodla
EOvikd Mntpwa, Baost tou «Mepi tng MNopepnddione kot KotamoAéunong tng
Noutpomoinong Ecobwv amd Mapdvopeg Apootnpidétntec Nopou tou 2007
(188(1)/2007)». To I16EK Siatnpei to Sikaiwpa va Stevepynoetl eEAéyxouc ota apuodia
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Mntpwa yla emBefaiwon Tng KATaxWENONG Twv oToElwY Kal evEExeTal va {NTroEL
TNV utoBoAr EMICNUOU ATMOSELKTIKOU TNC KATAXWPNONG.

o Ta xpnuatodotolpeva £pya Ba MPEMEL va CUUHOPPWVOVTAL UE TNV aPXH TNG «HN
nPOKANONG onuavtikng PAABng», ocvudwva pe TNV omoia Oev TMpEmMeL va
nepthapfavouv  SpactnplOTNTEG TOU TIPOKOAOUV OnpOvTK empapuvon o€
OToLOSNTIOTE Ao TOUG £EL TIEPLBAAAOVTIKOUG OTOXOUG, KATA TNV €vvola tou ApBpou 17
Tou Kavoviopou tng EE 2020/852, oxetikd pe tn O£ormion mAotoiou yia tn SteukoAuvon
TWV BLOLHWVY EMEVEUCEWV.

YNOBOAH

H YmoPoAn Mpotdoswv yivetal péow NG MUARG HAektpovikwv Ymnpeowwv IRIS
(https://iris.research.org.cy/#!/) tou 16pUpatog Epsuvag kot Kawvotopiog (I6EK).

Inuewwvetal OtL, o/n Xuvtoviotng/tpla Epyou kat o Avadoxo¢ QDopiag, Oa mpEmnel va
gyypadouv ek Twv mpotEpwv otnv MUAN IRIS.

OL evlladepopevol/veg kalouvtal vo o€lOTOooUV Tov yeviké «08nyd Etolpaociag
Mpotdoswv» Kal to «Eyxelpidio Xpriong tng MUANG IRIS» mtou ival avaptnuéva otnv MUAn IRIS
(https://iris.research.org.cy/#/documentlibrary).

To 16pupa Epeuvag kot Kawvotopiag evBappuvel oe OAec tou TG MpookAnoelg YmoBoAng
Mpotdoswv:

O T oupuETOXN TWV YUVAIKWV W¢ ZuvTovioTplec Epyou, Kat

O Vv 100pponn CUUETOXN YUVAIKWY Kat avdpwv ota Epya.

AOMH MNPOTAZEQN

H ntpotaon anoteAeital anod ta akoéAovOa pépn:

1. Part A — General Information & Budget (nAsktpovikd €vtumo (media) to omoio
oupmAnpwvetal dtadiktuakad otnv NMUAN IRIS).

2. Part B — Technical Annex (apxeio To onoio avaptdatal wg MNapdaptnua otnv MUAn IRIS
oe popdn pdf) — Yroxpewtiky YrroBoAn
Jnuslwvetal ott Sa mpénel va umoBaAdetal to mpoBAenouevo yia thy v Adyw
MpdokAnon évtumo, ywpic omotadnmote Stapopomnoinan. To MPOTUMO yLa TO €V A0yw

Eyypao Bpioketal avaptnuévo otnv MUAn IRIS, kdtw amo TV avakoivwon tng
oxetiknc¢ MNpookAnaoncg YmoBoAr¢ Mpotaocewv (Call Documents).
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3. Annex Il — Call Specific Information (apyeia To onola avaptwvratl wg MNapdptnua otnv
MOAN IRIS og popdn pdf) - Yroxpewtikn YrroBoAn:
(a) AvaAvuon Xaouatog (Gap Analysis)

4. Annex Il — Call Specific Information (apxeia to omoia avaptwvtal wg MNapdptnuo otnv
MOAN IRIS og popdn pdf) - Yroxpewtikn YrroBoAn:
(a) [pamtr Andwon (Evturmo K.E.2) n onoia ekbibetar Suvauel tou Kavoviouou 3(2)

twv [epi EAéyyou twv Kpatikwv Evioyvoewv (EvicyUoeic Hooovo¢ Znuaociog)
Kavoviouwyv tou 2009 kot 2012, cUUTANPWUEVN KOL UTTOYEYPOUUEVN,
(8) AnAwon Eviaiac Eniyeipnong

(v) Yneuduvn AnAwan tou Avabdoyou Qopéa

EMINOTH EPTQN

Awadikaoio A§LoAoynong

Ma tnv afloAdynon twv Npotdoswv t¢ mapovoog MpookAnong Ba akoAouBnOei dtadikaaoia
Mpokatapktikou EAEyxou kal AEloAoynaonc amo Avefaptntn Emitponny AfloAoynoncg (AEA). Itnv
ETUTPOTH BA CUUUETEXOUV EUTELPOYVWOVEC HE ETILXELPNUATIKO UTIORaBpOo Kot e€stbikeuon
ota Bfpara kuPBepvoacdarelag. OL MPOTACELG TTOU LKOVOTIOLOUV OAQl TQ TIPOATALTOU LEVA
KpLTipla mpowBoulvral ya afloAoynon amo ta péAN tng AEA. Katd tn ouvedpia tng AEA, ta
HEAN TNC Katatdooouv TIC MPOTACEL TTPOC XPNUOTOSOTNON KATA OElpd TPOTEPOLOTNTOG
(ranking list) kol TeEKUNPUWVOUV TO OKEMTIKO TNG amodpaonG TOug ot OXeTik EkBeon
A&loAdynonc. Me tnv oAokAfpwaon tng dtadikaociag Ba kowomoleltal otov Zuvtoviotr Epyou n
oxetikn ‘EkBeon A€LoAdynong tng AEA yia thv mpdtoor) Toug.

ZnUELWVETOL OTL, OTLC Epyaoieg TG AEA CUUETEXOUV LE POAO UTIOOTNPLKTLKO oTEAEXN TOU IGEK.

H teAikn anddaon yla tn xpnuatodotnon piog mpdtaong amnod to I6EK eival otnv kplon tng
Erutponng, elval teAecidikn kat Sev umapyel Suvatdtnta untofoAng évotaonc.

Kputipia A§loAdynong
1. Juvdpela — Baputnta — 30%
e EuBuypdppion g MpoTaong Kot TwV AVOUEVOUEVWY ATIOTEAECUATWY £PYOU LE TOUG
oToXoUC Kal Spaotnpldtnteg mou meplypadovtal otnv mapovoo NpdokAnon
e  BaBuog avaBabulonc/avamtuéng tng KuBepvoaodalslag otnv enXeipnon oe oxéon
pE TNV udLoTtauevn Katdotaon/Aettoupyia TN emxeipnong (oAloTikr TPoogyyLon Ue
Bdaon tnv avaiuon xdopotog (gap analysis) kol TNV amoKTnon Tng TMLoTonoinong

KuBepvoaoddherag).
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2. Mpoottdéuevn Aéia ki Opedoc — Baputnta — 40%

BaBuog otov omolo to mpotelvopevo £pyo duvatal va e€aodalioel Ta avapevopeva
anoteAéoparta Kal mapadotéa mou avadépovral atnv napolvca MpookAnon
ATIOTEAEOUATIKOTNTA TWV MPOTEWVOUEVWY OpAcewV yla TPpoPoAn yla avadelfn tou
odéAouc TN xpnHatodotnong.

BaBuog evioxuong TnG avTtaywvloTIKOTNTAG TNG ETUXEIPNONG KAL AMOTEAECUATIKOTNTA
™G XPNHATodOTNONG WG TIPOG TNV AUEnon Tou emumédou kKuPBepvoacdhaielag tng LoLag
NG eMIXElpNONG KoL KAT' EMEKTACN TNG MOPOXAG AUENUEVNG aloPAAELAG OTOUC TTEAATEG
TNG KOl ITOSEKTEG TWV UTNPECLWV TNG.

BaBuocg eniteuéng BeTIkoU OVTIKTUTIOU OTLG CUVOALKEC EPYAOIEC TNG EMIXElPNONG, WG
omotéAecpa  Tou  auénuévou  emutébou  kuPBepvoaoddalelag  (avBekTikOTNTA
eruxeipnong, avénuévn oamodotkotnta, pelwon €€6dwv, eKUeTAAAEUON VEWV
LKOVOTHATWV/EUKALPLWY).

3. YAoroinon — Baputnta — 30%

QPLUOTNTO TOU TIPOTELVOLEVOU £PYOU KOl EMAPKELA TNG OVAAUCNG TWV AVOYKWVY UE
Baon tnv udLlotapevn kataotooh untodouwv otov Avadoxo Popéa.

MANpoTNTA Kol KOToAANAOTNTA Tou TIAAvou O&pdong, XPovodlaypAppatog Kot
npoumoAoylopol yla e€oodallon Twv TPOIOVIWV Kol UTnpeclwv He Bdon tnv
QVAAUON XAOMOTOG KAL TNG TLoTomnoinong.

MANPOTNTA, MOLOTNTA Kal LKavotnta Tou Avadoxou Mopéa yia tn Slekmepaiwon Tou
€PYOU KL TNV UAOTIOLNON TWV TIPOTELVOUEVWY OTOXWV Kal TAGVOU SpAaong.

MAAvo SlaodaALong Tou auénuEVoU eTLESOU KUPBEPVOAOPAAELAG WG ATIOTEAECLA TNG
XPNHOTOSOTNONG Yl SLaTHPNoN TWV AnoTeAEoUATWY o€ BAaBog xpdvou.

Ertidoyn

EmAéyovtal ya xpnuotodotnon ot Mpotdoeslg mou €xouv KpLBei, katdmwv aloAdynong,

ETUAEELLEG YIa xpnpoTodoTnon. Noeltal Tl To GUVOAO TWV EYKEKPLUEVWY XPNUATOSOTAOEWY

TwV £pywv, Sev Ba Eemepva To ocUVOAO Tou TipolmoAoyLlopou TnG MpdokAnonc.

OL Avadoxol ®opeig Twv omolwv ot Mpotdoelg Ba AdBouv xpnuatodotnon, Ba katactouv

Swatouyol pExpL g 30 Mailou 2024.
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KATABOAH XOPHT1AZ

Evtog evdg (1) priva armmo tnv oAokAnpwon twv €pywv, o Avadoyxog ®opéag untofdaAriet oto IGEK
«ExBeon Nempaypévwv» kaBwg kat to 18KO évtumo «Altnon KataBoArg Xopnyiag», To onolo
Bploketal S100€01p0 6T0 HAEKTPOVIKO ZUOTNUA.

ErmutAéov, Suvatal va Slevepyouvtal emiokéPelg ehéyxou amd to ISEK yia emutomnieg
enaAnBeloslc Omote Kpivetal anapaitnto.

O tpomog kataPoAng tng xpnuatodotnong tou ISEK kabopiletal wg akoAoUBwG:

= MpokataBoAn Xpnuoatodotnong, mou avépxetal o 40% tng AltoUpevng Xpnuotodotnong
KatoBaretal pe tnv umtoypadn Tou TupBolaiou.

= Tehikry Adon Xpnuatodotnong, mou prnopsl vo aveABeL péXPL TO UTTOAOLTTO TNC ALTOUHEVNG
Xpnuatodotnong, Aappavovrtag umoPn T emAEELUEG SATIAVEC TOU €pyou Kal TNV TeALKA
‘Evtaon Evioyuonc.

INUELWVETAL OTL N teAky 66on katoPfAaMetal vooupévou OtL o Avadoxog Dopéag €xel
e€aodaliosl motonoinon and Mopeig Miotonoinong, oL omoiol £xouv SlAmMLOTEVUTEL cUUPWVOL
pe 1o ISO 17021 kat ISO 27006 ywo tn Olevépyela emIBewprOEWV Kal TILOTOTOLCEWV
ovotnuatwyv Slaxeipong aocdpdlelag mAnpodoplwv cUudwva pe to ISO/IEC 27001:2013 n
ISO/IEC 27001:2022, miotomolwvtag OtL n enixeipnon eival o Béon va TPooTaTEUOEL TIC
umtoSopég, cuothpata Kol TAnpodopiec TnG pe PAon CUYKEKPLUEVEG TpoSLloypadEC Kal
€AAXLOTEC QMALTAOELG TIOU €XOuv oplotel oto Zyxnua Miwotomnoinong KuBepvoaoddAelag ya
MUE.

Jtnv «Aitnon KoataBoAng Xopnylag» €MIOUVATTOVIAL TA TLMOAOYLO yla TNV £€aocddAilon
UTINPECLWV Kol TIPOIOVTWV/AUCEWV Kal To KOOTOC Tou dopEa TLoTonoinang.

ZTNV MePIMTWON OV TO KOOTOC TWV EMAEELUWY Samavwy, BACEL TWV ATIOSEIKTIKWY CTOLXELWY,
elval HIkpOTEPO amd TO TOCO €yKPLONG TNG KATAPXNV ETUAEELUNG TIPOTAONG TOTE KATA TNV
kataBoAn tng xopnyiag Ba AapBavetat urtodn To TEALKO, TTPAYHATIKO KOOTOC.

Ermunpoobeta, o mepintwon mou o Avadoxog Mopéag Sev £xel e€aodpaliosl Tnv miotomoinon
Kat/f| To KOOTOC TWV Samavwy elval PLKPOTEPO Ao TNV eAdxLoTh xpnuatodotnon (€20.000)
TOTE TO OUVOAO TOU TtocoU Tou 600nke entotpedetal oto 16pupa.
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KYnproy

MPOKHPY=H TQN NMPOTPAMMATQN RESTART 2016-2020

Jto mAaiolo Tng mapouoac MpoaokAnaong, Loxuouv OAoL oL Yevikol kovoviopol kot dtadikaoieg
OUMHETOXNG DOPEWV KOL TIPOCWIWY, OL ETUAEELUEC SPAOTNPLOTNTEG Kol SamAveg KaBwe Kat ot
OMALTOUUEVEC AEMITOUEPELEG OL omoleg meplhapfavovral otnv Mpoknpuén Twv Mpoypapudtwy
RESTART 2016-2020 - Mpoypappata Meptodouv 05/2022 — 12/2023 mou amotelel Baciko
gyypado avadopag KaL onpaviko epyaleio mAnpodopnong twv eviladpepopévwy GopEwv Kat
MoAn IRIS I6EK
(https://iris.research.org.cy/#/documentlibrary).

elval  avaptnuévn  otnv HAektpovikwv  YItnpeoluwv TOU

NMAHPO®OPIEZ - ZTOIXEIA EMIKOINQNIAZ

Apxn
Wnigiakns
Aopakiims

Ynnpeoia YrnootipEng tou I6EK

HAektpoviko Tayudpopeio
support@research.org.cy

TnAédwvo
+35722205000

To 16puna Epeuvac kot Kawvotouiag duvartatl katd tnv kpion tou va npoBei og napatoaon n
avakAnon tng L.oxuog tng napouoag NMpookAnong spapuolovrag tov ibLo Tpomno SnUooisuoh¢
™ne.

*
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FUNDING SCHEME

Programme Announcement of the National Cybersecurity Coordination
Centre (NCC-CY) of the Republic of Cyprus

PROGRAMME

«Enhancing Cybersecurity for Cypriot Small and Medium Enterprises
2023»

CALL FOR PROPOSALS
NCC-CY-ENTERPRISES/1223
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INTRODUCTION

The Research and Innovation Foundation (RIF) in collaboration with the Digital Security
Authority (DSA) as the National Cybersecurity Coordination Centre (NCC-CY), announce the Call
for Proposals for the Programme "Enhancing Cybersecurity for Small and Medium Enterprises
in the Republic of Cyprus 2023" and invites beneficiaries to submit relevant Project Proposals
(Proposals).

The present Call is announced as part of a series of actions of the NCC-CY. With the introduction
of European Regulation (EU) 2021/887 by the European Parliament and the Council on May 20,
2021, the European Competence Centre (ECCC) for Industrial, Technological, and Research
Issues in Cybersecurity was established, consisting of the National Coordination Centres (NCCs)
in each EU member state, with the goal of developing technological and industrial capabilities
for cybersecurity issues in the European Union.

By a decision of the Council of Ministers on December 21, 2021, DSA, as an entity of the broader
Public Sector, was appointed as the NCC-CY for cybersecurity matters in the Republic of Cyprus.
At the same time, the Research and Innovation Foundation (RIF) was appointed as a member
of the NCC-CY consortium, with responsibilities for managing funds secured by NCC-CY through
European Programmes, with the aim of providing financial support to small and medium-sized
enterprises (SMEs) within the Republic of Cyprus.

The "N4CY-Development of the National Cybersecurity Coordination Center of the Republic of
Cyprus" (Grant Agreement 101101331) project is co-financed by the Republic of Cyprus and
the "Digital Europe" Programme of the European Union.
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GENERAL CALL INFORMATION

Programme ENHANCING CYBERSECURITY IN SMALL AND
MEDIUM ENTERPRISES IN THE REPUBLIC OF
CYPRUS 2023

Call Code NCC-CY-ENTERPRISES/1223

Call Budget 1.000.000 Euro

Minimum funding per proposal 20.000 Euro

Maximum Funding per proposal 60.000 Euro

Intensity of Funding 60%

Date of Publication 08 December 2023

Closing Date 31 January 2024, 13:00

Objectives

The Programme aims to ensure that SMEs reach a basic level of cybersecurity in order to
protect their infrastructures, systems and information. This will be achieved through the
purchase of solutions and services to maintain and strengthen the level of security and
resilience of small and medium enterprises (SMEs), as well as through the evaluation and
identification of challenges and weaknesses. Additionally, the Programme seeks to achieve
their compliance of SMES with European and internationally accepted measures and standards
through a certification scheme, the Cyber-Hygiene Framework for Small and Medium
Enterprises (SME) of the NCC-CY.

Description

Through the Programme, SMEs® will have the opportunity to obtain a Cybersecurity
Certification. The Certification is issued by Certification Bodies, which have been accredited

1 The category of each enterprise will be checked by the RIF as part of the legal status check during the proposal
submission stage and validated at the time of contract preparation and before the final decision for funding.
Small Enterprises: An enterprise which employs fewer than fifty (50) employees and has an annual turnover or
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according to ISO 17021 and ISO 27006, hence are competent to carry out inspections and
certifications for information security management systems according to ISO/IEC 27001:2013
and/or ISO/IEC 27001:2022.

Following acquirement of the Certification, enterprises will be able to assess their current level
of maturity, identify vulnerabilities and mitigate risk, while strengthening their cybersecurity
practices. It will also allow them to invest in the protection of information and data, based on
specific specifications and minimum requirements set out in the NCC-CY Cyber-Hygiene
Framework for SMEs.

The Programme has a simple procedure for submitting proposals, short time for the evaluation
and announcement of results and ensures timely implementation of projects in the pre-defined
maximum implementation period for resolving problems faced by enterprises in cybersecurity
matters.

For the purposes of participating in the Programme and submitting a Proposal, a gap analysis
is required. The gap analysis will determine an SMEs’ current cybersecurity situation in real
time, at a technical, operational and strategic level in relation to the set of rules, control
measures and procedures set out for establishing a basic level of cybersecurity as defined in
the NCC-CY Cyber-Hygiene for SMEs framework and which are summarized as follows:

1. Security Policy

Control Measure 1.1: The organisation's senior management has created, approved and
communicated its cybersecurity policy internally and externally. The cybersecurity policy shall
be reviewed at least once a year and updated as required.

2. Awareness and Training
Control Measure 2.1: Staff employed by the organisation and users who have access to its
information (regardless of their employment relationship) must be aware of information
security and in particular how they contribute to it through their role. Appropriate
cybersecurity awareness activities shall be carried out on a regular basis and at least once a
year.

an annual balance sheet total not exceeding ten (10) million Euros. Start-ups are also included in

this category.

Medium Enterprise: An enterprise which employs fifty (50) to up to two hundred forty-nine (249) employees and
has an annual turnover of up to fifty (50) million Euro or an annual balance sheet total not

exceeding forty-three (43) million Euro.
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Control Measure 2.2: Staff employed by the organisation and users who have access to its
information (regardless of their employment relationship) receive education, training and
information on the policies, procedures, security measures implemented by the organisation
as well as relevant technological or organisational issues. The training provided shall be tailored
to the security requirements of the different roles within the organisation.

3. Software Update

Control Measure 3.1: The organisation's IT and communications systems must have the latest,
stable security updates installed from trusted sources only (e.g. the manufacturer).

Control Measure 3.2: Automated vulnerability scanning and penetration tests are implemented
once a year.

Control Measure 3.3: Information and communication systems that are no longer supported
by their manufacturers with (at least) end-of-life security updates shall not be used by the
organisation.

4. Protection from Malicious Software
Control Measure 4.1: Malicious software protection programmes and functions are installed
on all of the organisation's IT and communication systems and are updated on a regular basis.

5. Network Security

Control Measure 5.1: The organisation has installed and configured firewalls at appropriate
points in its network, in order to effectively protect its systems and information from relevant
threats.

Control Measure 5.2: If the organisation provides the capability for wireless access to the
organisation's network, this should be done with appropriate routing and protection through
the installed firewall(s).

6. Backups

Control Measure 6.1: The organisation identifies its critical information and backs it up on a
regular basis in alignment with the relevant backup policy.

7. Access Control

Control Measure 7.1: The organisation identifies where important information is located. For
each information type and based on its use and criticality, the organisation has created a
structure in an appropriate storage area, which allows it to grant access rights to authorised
and authenticated users following the need-to-know principle.

Control Measure 7.2: The organisation has created an appropriate password policy, which is
implemented in all its systems.

Control Measure 7.3: Administrative rights or privileged rights (admin/privileged rights) are
granted to a minimum necessary number of authorised staff.
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8. Security Incidents

Control Measure 8.1: The organisation has established structures and process for responding
to security incidents. The staff involved in the respective procedures are appropriately trained.

9. Physical Security Measures

Control Measure 9.1: The organisation has adopted physical security measures to protect
systems and facilities from natural and environmental threats.

10. Data Protection

Control Measure 10.1: The organisation designs, implements, approves and publishes a
Personal Data Protection Policy based on the general GDPR regulation.

11. Operational Impact Analysis
Control Measure 11.1: The organization has designed and implemented an appropriate
methodology for operational impact analysis. The results and key figures resulting from the
application of the methodology are recorded, maintained and utilized accordingly to design
relevant measures and implementations.

Depending on the analysis of the current situation of the company in relation to the above
analysis, interested enterprises will prepare their proposal, which will include the list of
solutions and services they intend to use in order to gain the “Cyber-Hygiene Framework for
SME of NCC-CY” certification.

BENEFICIARIES

Small and Medium Enterprises (Categories B.1, B.2)

SPECIFIC RESTRICTIONS AND CONDITIONS FOR PARTICIPATION

The Host Organisation (HO) of the Project must be a small or a medium-sized enterprise.
Each organization can only receive funding as a Host Organization once.

Participation of entities engaged in an economic activity in a proposal shall be deemed valid, if
they are legally established and are active in territories under the control of the Republic of
Cyprus. The activity of the entities is documented by the existence of facilities and staff in
territories under the control of the Republic of Cyprus and, indicatively and not restrictively, by
audited financial statements, the tax return of the entity in the Republic of Cyprus, etc.
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These conditions should be met to the satisfaction of RIF and without prejudice to the
Foundation to request further data and information from the entities.

Upon completion of the projects, each SME will be required to undertake at least one publicity
activity (media/social media publication, video, event, etc.) highlighting the achievement of the
Certification following the implementation of the funded project, with references to the
benefit derived from the funding. For publicity actions, the obligations for promotion and
publicity for projects funded by the Digital Europe Programme should be applied, including the
logos of the NCC-CY, the Research and Innovation Foundation (RIF), the Commissioner of
Communications and the Digital Security Authority, as well as reference to the co-funding by
the Republic of Cyprus.

PROJECT ACTIVITIES

The projects include activities related to the process of obtaining the NCC-CY’s Cyber-Hygiene
Certification for SMEs, aiming at the adoption of solutions and the purchase of services to
achieve a basic level of cybersecurity and preparedness to protect infrastructures, systems and
data of enterprises.

Specifically, eligible costs must be in line with the measures to be taken to enable certification
by the Certification Bodies accredited to I1ISO 17021 and ISO 27006 to conduct information
security management system audits and certifications in accordance with ISO/IEC 27001:2013
or ISO/IEC 27001:2022, as defined in the Annex of this Call for Proposals.

DURATION OF PROJECT IMPLEMENTATION
Six (6) months

Extensions to the project implementation period cannot be granted in the frame of this Call
for Proposals.

Upon completion of the projects, a "Final Activity Report" and "Funding Payment Request"
must be submitted within one (1) month for the purposes of securing the final instalment,
subject to securing the Certification of the NCC-CY Cyber-Hygiene Framework for SMEs.

BUDGET
€ 1.000.000
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MINIMUM - MAXIMUM FUNDING PER PROJECT
€20.000 -€60.000

The aid intensity is 60% of eligible costs.

If, upon completion of the projects, the total eligible expenses based on approved costs (total
amount of eligible expenses taking into account the aid intensity — 60%) are less than the
minimum project funding, the funding will not be granted to the beneficiary.

ELIGIBLE EXPENSES

All expenditures necessary for the purposes of securing the Cybersecurity Certification, in
accordance with the requirements of the NCC-CY through the Cyber-Hygiene Framework for
SMEs, which will fall under the categories "Costs for external services" and/or "Costs for
Instruments and Equipment".

Eligible costs may include the purchase and implementation of the following:

= Design and implementation services related to Group Policies and other security
features of domain controllers and other related equipment.

= Services obtained from consultants for training and educating staff on cybersecurity

= Installation of two-factor authentication.

= Cybersecurity incident management systems, consulting and incident response
services and products

=  Privileged Access Management

= Sandbox technology solutions

=  Email filtering solutions

=  Security information and incident management services (SOC)

= Implementation of physical security and access control measures

= Development of a Business Continuity Plan

=  Web Application Firewall Solutions (WAF)

= Tools / services for electronic fraud (phishing)

=  Firewall with or without integrated threat management

= Software solutions and backup equipment (Storage, Tapes, Licensed Software)

= Intrusion detection/prevention systems (IDS and IPS)

= Antivirus software
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= Systems to detect and respond to network attacks

=  Penetration Testing

= Planning and implementation services of policies and procedures

= Consulting Services related to the Business Impact Analysis

= Design and implementation services of a data privacy policy

= Network equipment that enables/improves/supports cybersecurity (eg firewall,
switch, concentrators, load balancers, access points)

= Protection Services DoS/DDoS

= Servers used for security related purposes (proxy servers, web application servers etc)

= Equipment to achieve increased durability (hard drives, etc.)

=  Hardware/software SIEM

= Consulting services for purposes of analysis and conclusions on the current situation of
businesses in cybersecurity matters.

= Cost of NCC-CY Cybersecurity Certification audit (the cost of a single audit may be
covered)

= Any other service, software/hardware or tools deemed necessary by the Host
Organisation in order to meet the requirements of the Certification Scheme, provided
that these are deemed reasonable during the evaluation process.

Beneficiaries must receive and evaluate at least three (3) independent tenders for each
purchase exceeding Euro 15,000 (excluding VAT) resulting in the selection of the most
economical solution that meets their needs.

VAT is not considered an eligible cost. Beneficiaries are responsible for VAT payments to all
consultants and solution providers and certification bodies.

The total amount of funding is committed at the time of Project Contract preparation and the
funding is made as a lump sum payment as de minimis aid (EU Regulation No 1407/2013 of 18
December 2013) in two instalments.

The first instalment of 40% is paid upon signing of the Project Contract and the second
instalment is paid upon approval of the "Activity Report" and the "Funding Payment Request"
which are submitted within one (1) month from the completion of the works by the Host
Organization.

Failure to secure the Certification within the duration of the funded project will result in the
funding not being granted and a refund of the pre-financing will be requested.
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It is clarified that, according to the EU Regulation No. 1407/2013 on de minimis funding,
enterprises active in the fisheries and aquaculture sectors and in the primary production of
agricultural products cannot be funded.

SPECIFIC CONDITIONS

All private sector entities (Host Organisation) are required to register the updated data
regarding its ultimate beneficial owners in the Competent National Registry / Archive, as per
«The prevention and suppression of money laundering and terrorist financing Law of 2007
(188(1)/2007)». The RIF maintains the right to proceed with the appropriate checks in the
competent Registries to verify the registration of the data and it is possible to request for the
submission of official proof.

Funded Projects should comply with the «Do No Significant Harm» principle, according to
which they must not include or support activities that could cause significant harm to any of
the six environmental objectives, as per Article 17 of Regulation (EU) No 2020/852, on the
establishment of a framework to facilitate sustainable investment.

SUBMISSION

Proposals are submitted through the Research and Innovation Foundation’s IRIS Portal
(https://iris.research.org.cy/#!/).

It is noted that, the Project Coordinator and all local participating organizations of the Cypriot
Consortium, should register in advance on the IRIS Portal.

Potential applicants are advised to read the general «Guide for Applicants» and «IRIS Portal
User Manual» which can be found on the IRIS Portal
(https://iris.research.org.cy/#/documentlibrary).

The Research and Innovation Foundation encourages in all its Calls for Proposals:

O the participation of women as Project Coordinators, and
O agender-balanced participation in Projects.

10
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STRUCTURE OF PROPOSALS

The Project Proposal consists of the following parts:

1. Part A- General Information & Budget (electronic form (fields) to be completed
online through the IRIS Portal).

2. Part B—Technical Annex (document to be uploaded as an Annex on the IRIS Portal in
PDF format) — Mandatory Submission
Note: The template provided for this Call must be submitted without any alterations.
The Part B template for this Call can be found on the IRIS Portal, under the relevant Call
for Proposals (Call Documents).

3. Annex Il - Call Specific Information (files which are posted as Annexes on the IRIS Portal
in pdf format) - Mandatory Submission:
(a) Gap Analysis

4. Annex Il - Call Specific Information (files which are posted as Annexes on the IRIS Portal
in pdf format) - Mandatory Submission:
(a) Written Declaration (Form K.E.2) issued under Regulation 3(2) of the State Aid
(Control of State Aid (De Minimis Aid) Regulations 2009 and 2012, completed and
signed,
(b) Single Undertaking Declaration
(c) Declaration of the Host Organization

PROJECT SELECTION

Evaluation Procedure

For the evaluation of the Proposals in this Call, a process of Preliminary Check and Evaluation
by an Independent Evaluation Committee (IEC) will be followed. The committee will include
experts with a background in business and specialization in cybersecurity issues. Proposals that

meet all the criteria will be forwarded for evaluation by the members of the IEC. During the IEC
session, the members rank the Proposals in order of priority (ranking list) and document the
rationale for their decision in a relevant Evaluation Report. Upon completion of the process,

the Evaluation Report from the IEC regarding each proposal will be communicated to the

Project Coordinator.

It should be noted that the work of the IEC will be supported by RIF staff.
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The final decision regarding the selection of a proposal for funding by the RIF, is at the

discretion of the Committee. The Committee’s decision is final and cannot be appealed against.

Evaluation Criteria

1. Relevance — Weight 30%

Alignment of the Proposal and the expected project results with the objectives
and activities described in this Call

Degree of cybersecurity upgrading/development in the company in relation to the
current state/operation of the company (holistic approach based on gap analysis
and obtaining the Cybersecurity certification).

2. Added Value and Benefit — Weight 40%

Degree to which the proposed project can ensure the expected results and
deliverables stated in this Call.

Effectiveness of the proposed actions in terms of visibility to demonstrate the
benefits of the funding.

Degree of enhancement of the competitiveness of the enterprise and effectiveness
of the funding in terms of increasing the level of cyber security of the enterprise
itself and thereby providing increased security to its customers and recipients of
its services.

Degree of positive impact on the overall operations of the business as a result of
the increased level of cybersecurity (resilience, increased efficiency, reduced costs,
exploitation of new capabilities/opportunities).

3. Implementation — Weight 30%

Maturity of the proposed project and adequacy of the needs analysis based on
the existing infrastructure in the Host Organization.

Completeness and appropriateness of the action plan, timeline and budget for
securing the products and services based on the gap analysis and certification.
Completeness, quality and capacity of the Host Organization to carry out the
project and implement the proposed objectives and action plan.

Plan to ensure that the increased level of cybersecurity resulting from the funding
is preserved over time.
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Selection

Proposals deemed as eligible following proposal evaluation will be selected for funding
according to their ranking. It is clarified that the total requested funding of selected projects
will not exceed the total Call budget.

The Host Organizations whose Proposals will be selected for funding will become beneficiaries
by the 30" of May 2024.

FUNDING PAYMENT

Within one (1) month of the completion of the projects, the Host Organization will submit an
“Activity Report” and the ‘Funding Payment Request’ form to the RIF, available on the IRIS
Portal.

In addition, monitoring visits may be carried out by RIF for on-site verifications whenever
deemed necessary.

The method of payment of the RIF funding shall be as follows:

* Pre-financing: pre-financing corresponds to 40% of the Requested Funding and will be

paid upon Contract signature.

* Final Payment: the Final Payment, may correspond to up to the balance of the Requested
Funding, taking into consideration the eligible costs of the project and the Final Aid Intensity.

It is noted that the Final Instalment will be paid on the condition that the Host Organization has
secured certification from Certification Bodies accredited under I1SO 17021 and ISO 27006 to
carry out audits and certification of information security management systems in accordance
with ISO/IEC 27001: 2013 or ISO/IEC 27001:2022, certifying that the company is able to protect
its infrastructure, systems and information against specific specifications and minimum
requirements defined in the Cybersecurity Certification Scheme for SMEs.

The invoices for the provision of services and products/solutions and the cost of the
certification body must be attached to the "Funding Payment Request".
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If the cost of the eligible expenses, based on the supporting documents, is less than the amount
of the total requested funding for the proposal, then the final, actual cost will be provided.

In addition, if the Host Organization has not secured certification and/or the total eligible
expenses based on approved costs (total amount of eligible expenses taking into account the
aid intensity — 60%) are less than the minimum project funding, the funding will not be granted
to the beneficiary and the entire funding given will be returned to RIF.

RESTART 2016-2020 WORK PROGRAMME

In the context of this Call, all general rules and procedures for the participation of organizations
and persons, the eligible activities and costs as well as the required details are applicable, as
included in the RESTART 2016-2020 Work Programme - Period 05/2022 - 12/2023 which is a
key reference document and an important information tool for stakeholders and is available
on the IRIS portal. (https://iris.research.org.cy/#/documentlibrary).

INFORMATION — CONTACT DETAILS

Digital
Security
Autherity

RIF Support Service

E-mail

sup port@research.org.cy

Telephone
+35722205000

The Research and Innovation Foundation may at its discretion, proceed to the extension or
revocation of the present Call by applying the same publication procedure.
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